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Abstract for FFT and QR factorization, in which an invariant property

An implementation of a low-cost, time-extended invariant®f such algorithms is employed. In [2], Huang and Abraham
based concurrent test scheme for linear digital systems is pRE€Sent an algorithm-based fault detection scheme for matrix
sented. Both feedback and non-feedback systems are afBerations. As linear systems can be represented as simple
lyzed to identify gate and RT level implementation requirema”ix operations, techniques developed for matrix operations
ments for high on-line fault coverage. Simulation result§2n Pe easily applied to them. In [3], Chatterjee discusses
on implementations satisfying the outlined requirements ind" €rror detection scheme for linear analog systems that uti-
cate that low latency, 100% on-line fault coverage is attaindf€S error detection of matrix operations. In [4], Chatterjee

within hardware costs comparable to those of scan insertigd?d Roy present a technique that extends algorithm-based ap-
proachesto non-linear systems; the technique suggested mod-

els the non-linear operators as linear time varying operators.
: All of the previously proposed schemes utilize an invariant
1 Introduction system property so as to detect faults on-line. While 100%
VLSI technology has evolved to a level where large systemgylt detection for singleunit faults may be attainable with
once implemented as printed circuit boards with discrete congych schemes, ensuring their practicality requires significant
ponents, can be integrated into a single IC. As industry contifieduction in area overhead and increased attention to the ef-
ues to push the limits of VLSI technology, reliability of suchfect of numerical inaccuracies on faults with low magnitude
systems becomes the primary concern. Manufacturing tesifects. We investigate in this paper concurrent error detec-
provides a relatively easy way of eliminating defective ICstjon techniques that are low-cost and provide high fault cover-
However, it does not completely eliminate reliability concerngge; significant reductions in area are attained by introducing
since the probability of failure during normal functionality in- 5 short error detection latency. Furthermore, as the proposed
creases with reduced sizes. technique is based on observation of the average, rather than
Linear digital systems have been utilized widely in signaghe instantaneous, behavior of circuits, it inherently tolerates
processing during the last two decades. Signal processingnigmerical inaccuracies as long as the round-off scheme intro-
employed in many mission critical applications, such as miljyces no extraneous bias.
itary, satellite, and medical. Consumer applications, on the an invariant based-concurrent error detection scheme for
other hand, are not as critical. While a one second delay fryclic linear digital systems is presented in [5]. We extend
error detection may even result in loss of life in a hospital enpe analysis to generaclic systems and outline associated
vironment, such a delay in a multimedia application may bgnplementation requirements in order to tolerate numerical
tolerable, or even desirable, especially if introducing latenghaccuracies and attain high fault coverage. Simulation re-
sharply reduces cost. sults for the systems implemented by fulfilling the outlined
Various techniques have been developed for concurrefiguirements indicate that high concurrent fault coverage for

testing of digital systems. The embedded simple invariants gbth acyclic and cyclic systems is achievable within small area
a DSP application, typically capable of exercising large segyerhead.

ments of the implementation, make them ideal candidates for| jnear digital systems are briefly reviewed in section 2.

algorithm-based error detection approaches. In [1], Reddy ajghile section 3 outlines the proposed concurrent error detec-
Banerjee propose an algorithm-based error detection scheqg, scheme, section 4 describes details of the implementation

*This work is being supported by Hughes Space and Communications a_% the ?Oncurrent error detection har'dware. S'mUIat'on results
the UC Micro Program. in section 5 are followed by conclusions in section 6.




fault on the invariant will always be in the same direction. A

fault with such a behavior is defined to benanotonidault. If

all the faults in a system behave monotonically with respect to

an invariant, 100% concurrent fault detection can be achieved.
A fault behaves monotonically with respect to the invariant

if all of the following conditions are satisfied.

x[n]

y[n]

Figure 1: Transposed direct form implementation
e The invariant calculation is monotonic.
2 Linear Digita| Circuits e The transfer function of the system is monotonic from

. - . the RT component embedding the fault to the output.
Linear digital systems can be represented as a difference equa; The effect of the fault on the output of the RT component
tion of the following form.

is monotonic.
N M
y[n] — Z aryln — k] = Z brn — k] (1) Even satisfaction of all the conditions above does not guar-
k=1 k=0 antee full detection, if fault effects extend across clock cycles,

as the summation of the fault effects in the temporal domain
may cancel. In the case of an FIR system, faults affect the
. S output for one clock cycle only unless they are located at the
sponsglIR). Systems with no feedback are denotédte im- a1y inputs. The above monotonicity conditions are conse-

pulse responsFIR) systems. There are various implementag, iy sufficient in order to achieve complete fault coverage

tion styles of linear digital systems. In this work, we utilize thefor FIR systems but may need to be augmented in the case of
transposed direct form [6] implementation as this implementgpg

tion style exhibits high performance and low area; a canonical We continue this paper in the next section by presenting

representation of the transposed direct form implementati% invariant that satisfies the first condition. The second con-

is depicted in figure 1. dition is fulfilled inherently for linear systems as linearity is
. . a subset of monotonicity. The third condition, on the other
3 Error Detection Mechanism hand, requires special attention. The gate level implementa-

We propose a concurrent error detection scheme that relies $ style dictates the effect of the faults on the RT level com-
observations of the long term average behavior of a systefonent. Therefore, we additionally provide a short overview
Deviations from the average behavior can be detected throughdate level implementation styles for components of linear
utilization of an invariant of the system. The invariant has t§igital systems in the next section.

be violated by the average behavior of the faults in the sys- .
tem. Implementation considerations necessitate that evaldh- Concurrent Test for Linear Systems

tion of the invariant must be computationally simple in ordep, well-known invariant property of linear systems is their DC
to produce a low overhead detection scheme. An additiongéhavior. Evaluation of the DC gain can be performed off-line
desirable consideration for latency-based schemes may beiem the coefficients and on-line from the inputs and outputs.

ensure that the speed of detection is directly correlated witfhe relation between the DC gain computed on-line and off-
the magnitude of the fault; large scale system deviations jihe for a set of P+1 patterns is given by

case of a fault manifestation can then be prevented in a timely N P M P

manner. 1-) ay yln] = b » zn]+T (2)
The average behavior of a system can be estimated by ob- ( ; > n;) kzzo nzz;)

serving inputs and outputs; as the number of observed input .

patterns increases, estimation becomes more accurate. E&{i€re an upper bound on the tolerarieis given by

mation accuracy directly corresponds to the magnitude of the

If a system has feedback (i.ey, # 0), its impulse response
becomes infinite; such systems are calldahite impulse re-

M | M N N
errors that can be detected. Therefore, as the number of ob-
. ) . =2 b|+2 3
served patterns increases, errors with smaller magnitude ef- =" Fmaz nz::l ,;L ’ e ;::1 ];Lak ©

fects get detected as well.
A fault can be detected if the effect of the fault can be accu- Equation 2 provides a simple relation between the accu-
mulated to violate the invariant. While complex accumulatiomulated input and output of a linear digital system within a
techniques that do not rely on monotonicity of fault effectsmall tolerance range. Furthermore, the unidirectional accu-
for noncancelling accumulation may be theoretically plausimulation property of the invariant calculation in equation 2
ble, simplicity of hardware implementation suggests examinaatisfies the first monotonicity condition outlined in the previ-
tion of techniques wherein the effect of the fault on invarianbus section. In equation 2,,,,, andy,,., denote the maxi-
calculation is always in the same direction. A fault in a lineamum input and output signal magnitude, respectively. While
system can be modeled as an external input at the fault sitgjuation 3 provides an upper bound ‘prfor both FIR and
If the transfer function of the system from the fault site to thélR systems, it is not tight for IIR systems since during de-
output of the invariant evaluator is monotonic, the effect of theermination of the upper bound, the output is assumed to vary
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Figure 2: Concurrent test implementation for linear systems Figure 4: Full adder implementations
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plementation of IIR systems.

Linear digital systems are implemented at the RT level as a
set of multiplication, addition, and delay operations. Since the
multipliers in such systems are constant multipliers, they are
implemented using a series of shift and add operations. De-
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) lay operations are implemented as registers and monotonicity
Truncation Round-to-nearest-odd ¢ faults internal to registers can easily be shown. There-
Figure 3: Round-off behavior fore, in this work, we only investigate monotonicity of adder

independently. However, the output depends on the inputs ai plementatlons. . .
n this paper, we only provide a summary of the analysis for

cannot be arbitrarily chosen in order to maximize A tight rljpple-carry adder implementations. Monotonic implementa-

upper bound in the case of IIR systems, within a very smal ; .

L lon of other adders can be found in [8]. Ripple-carry adders
error, can be found by approximating IR systems to FIR SYSe composed of a chain of full add[e]rs Epcan beyseen by
tems. Such an approximation is performed by truncating tHa )

impulse response of IIR systems at a point where the respones amining the functionality of a full adder that faults at the

falls below the smallest number representable by the ﬁxef:]q—pUtS €, y, andc;) and at the outputs:( andsum) behave

oint implementation. In the following equatiobi, denotes monotonically. Faults internal to full adder cells, on the other
tphetrunc[:)ated responée of an IIR systgmq hand, may behave non-monotonically depending on the im-

plementation style.

M | M A full adder implementation with AND/OR/NOT gates,
Tmaz = 2T maz Z Z by, (4)  shown in figure 4a, possesses 3 faults (indicated with an ‘x’
n=1 |k=n on the line in figure 4) with non-monotonic behavior. Modifi-

Figure 2 depicts the concurrent error detection hardwaf@tion of the logic, as shown in figure 4b, moves two of these
utilized in this work. As the on-line detection capability offaults to the monotonic fault |ISt: Such modifications reduce
the invariant depends on input/output accumulation, bias iff2€ Percentage of non-monotonic faults to less than 2.5%.
troduced by numerical inaccuracies may produce false alarms S€arches for adders with stronger monotonicity charac-
In our implementation, we utilize a round-to-nearest-odff"stics and an existence proof of monotonic implementa-
scheme [7] to preclude occurrence of undesired bias. Sim |Qns'sh0wmg that all 2-level |mplementat|ons of monotonlc
lation results, shown in figure 3 for an FIR implementationfunctions have solely monotonic faults are shown in [8].
indicate that the round-to-nearest-odd scheme introduces ni§!C€ 2dders are linear, the results of [8] guarantee that cost-
bias; no false alarms are consequently encountered. effective rlpplg-carry adqler implementations with monotonic

In the case of an IIR system, the monotonicity requiremer@ult behavior indeed exist.
has to be revisited further. Assume that a fault at tina-
ways increases the output by —2z, andz at timest, ¢ + 1, O Results
andt + 2, respectively. Even though the fault effects withinTwo 13-tap FIR filters and one 5-tap IIR filter, together with
each time step are monotonic, the temporal accumulation gfe associated on-line checking hardware, have been imple-
such fault effects results in fault masking. An additional conmented using ripple carry adders, composed of 2-level full-
dition on the feedback coefficients,, needs to be imposed to adder cells. While filters are utilized in this work, the pro-
preclude such fault masking. The constraint can be mathemgbsed scheme makes no assumptions about the nature of linear
ically reduced tal /(1 — 3" ax) # 0, trivially satisfied as its systems and therefore can be exploited in any linear system.
violation would necessitate at least one of thecoefficients A fractional number system of the form 1.9 (1 for the sign and
to be infinite. Nonetheless, further examination of the issu@ bits for the fraction) was selected for the input of the first
may be necessary as fault detection latency is inversely c@R and the IIR filters. For the output of these circuits, a 1.13
related to the distance of the fractional expression from zerfarm was utilized. In the case of the second FIR filter, the
i.e., its magnitude. A linear system is stable though as lorigput and the output were selected to be of the form 1.7 and
as the poles of the system are inside the unit circle [6], which.11, respectively.
guarantees that — Efle ar| < 1. Therefore, for practical, = The hardware cost of on-line checking hardware is indepen-
i.e. stable, linear system implementations, the monotonicityent of the number of taps in the circuit; it depends strictly on
condition ceases to pose any additional restrictions on the irtike hardware requirements for the multiplier used to multiply
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Figure 7: SNR caused by the detected faults in FIR 1
Figure 5: Fault simulation refigure 6: Fault simulation re-

sults for two FIR systems sults for an lIR system
of the system, though it introduces latency to fault detection,
Circuit Test Overhead helps tolerate adverse effects of numerical inaccuracies.
Gates| FFs | Gates| EEs| % | Tous In this work the conditions required for preventing fault
FIR1l 43941 169 | 1096 | 24 | 2351 6.15 masking, the only possible cause for fault coverage loss, are
EIR2| 3014 | 139 | 411 | 19| 13.6| 056 identified for both acyclic and cyclic systems. Furthermore,
IR | 4434 | 67 876 | 24 | 20.7| 1.90 the effect of numerical inaccuracies on the proposed invariant

scheme is investigated in order to prevent false alarms. Both
acyclic and cyclic systems that satisfy the outlined design con-

. . . , _— ___straints are synthesized. Fault simulations performed verify
the input with the invariant. All circuits have been synthesizeg, high fault coverage within a short latency is achievable

from a data flow graph description and optimized at the gaig, ,4th cyclic and acyclic systems at low hardware overhead.
level by a set of tools developed in C during this work. Fault e nronosed scheme, therefore, provides a concurrent test
simulations have been performed by HOPE [9]. To calculaig, tion for applications that require low-cost reliability so-
aggregate overhead percentiles, each flip-flop, denoted as|fhong  The twin advantages of low-cost and complete fault
in the table, has been assumed to Ee equivalent to 4 gates. g rity of the proposed system are expected to enable its ex-
As can be seen in figure 5, 100% fault coverage is invarkgitation by a wide variety of consumer applications, thus

ably achieved for FIR circuits, with an area cost that rang&g,»anding greatly the set of reliable electronic applications.
for small circuits between an eighth to a quarter of the basic
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Table 1: Gate counts for system and error detection hardware



