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Abstract
The paper describes general approach to the synthesis
of concurrently self-checking control units with pre-
defined level of the fault coverage, and discusses some
specific features of the matrices used in the synthesis. The
micro-program control is considered though the results
can easily be extended to other control architectures.

1. Introduction

Micro-programmed Control Units (MPCUS) have been
widely used in electronic systems. MPCU is designed
around a memory containing micro-instructions. Each
micro-instruction consists of the control code and next
address code. The sequence of the codes read out of the
memory is determined by the sequence on the output of
the next address generator. The generator produces a new
address depending on the code in the address field of the
current micro-instruction, on the external control signals
(start, stop, set, etc.), and on the values of some logic
flags coming from the controlled device (these flags are
used to organize conditional jumps in the program). The
architecture provides ease in programming, and high
flexibility of the control. It is also characterized by
simplicity of the hardware realization.

Two major approaches to MPCU on-line testing are
usually employed in order to satisfy high dependability
criteria[1]. The first oneis related to checking the control
outputs of the MPCU by employing the techniques
developed for the highly dependable data path
architectures [2]. The other approach includes techniques
ranging from MPCU state description based on error-
detecting codes to control-flow monitoring by means of
on-chip or off-chip watchdog machines [1, 3-5]. The
approaches differ in hardware overhead, performance
degradation, and error detection latency. Consequently,
they can be efficient in some application areas, and
inefficient in the others.

This paper deals with the MPCU self-checking based
on the technique employing the use of the special check

tokens (keys) incorporated into the body of the micro-
program. A key (binary word) is put into correspondence
to each micro-instruction or to a set of micro-instructions.
The keys are then interleaved with micro-instruction
during the program execution. This allows checking the
control flow by comparing the actual sequence of the
check keys with a stored (or calculated) reference
sequence corresponding to fault-free operation of MPCU.
Different generation and data compression techniques can
be used to process sequences of reference and actual keys
leading to a wide variety of possible architectural
realizations of self-checked MPCUs[4, 5].

2. On-line program flow monitoring

MPCU can be described with the use of a flow graph
representing the operation in terms of succession of
generated micro-instructions. Every vertex corresponds to
one micro-instruction. Check keys are used to code the
operator vertices of the flow graph. Generally, the graph
can be represented as set of k linear digoint sections
(kO{1,23....,N}, N is the total number of vertices) with

some i-th section having I; vertices (l; 0{123,...,N},
i 0{1,2,3,...,k} ). Thus j-th vertex of i-th linear section can

be denoted as Q;;. Faults in the MPCU micro-instruction
fetch sequence correspond to faulty transitions between
vertices, denoted, for instance, as Q |~ Qyz, oOr

Q - Qj ifjustalinear flow graph is used.

Probabilistic approach is used for quality estimation of
the flow graph checking. The fault detection probability
Py is the quality quantitative of the main interest.
Expression Py (Qij - Q) denotes the probability that a

single faulty transition from vertex Qjjto vertex Qis

detected by means of on-line checking facilities. The
probability value depends on: flow graph itself, type and
distribution of the check keys, checking strategy, and
check key processing methods.
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Obviously, in every particular case the probability
Py (Q; j = Qyz) is either equal to one (when the faulty

transition from Q;jto Qy; is detected), or otherwise equal

to zero (when the faulty transition remains undetected).
These notations can be used to get a general description
for the fault detection in the MPCU program flow [6].
Complex event of detection of the faulty transition
Qi j -~ Qyz includes the following sub-events: (a) fault

occurrence in some vertex Q;, (b) occurrence of the

transition from vertex Qjjto vertex Qy,, (c) detection of

the faulty transition by means of diagnostic tools.

The probability that a fault is occurred in some vertex
of a flow graph depends on the reliability characteristics
of the MPCU hardware, on the flow graph pattern, on the
ranges of the input data as well as on the distribution of
the data over these ranges, and on the probabilities of
generation of various flags used in conditional jump
operations (case statements, “if”, “while’, etc.). The
numerical evaluations for the probabilities can be
obtained theoretically from analytica computations or
empirically from observations on actual MPCU devices.
The values can be summarized a vector F (Vector of Fault
Occurrence) of dimension N (where N is the number of
flow graph operator vertices). Each element of F
corresponds to a vertex of the flow graph and is equal to
the probability that a fault occurs there.

Probabilities that the faulty transitions occur between
two specific vertices can be presented by the square
matrix T (let us call it Transition Matrix) of dimension N
X N. Each element of it is equal to the probability of a
faulty transition between the two vertices. The probability
evaluations can be found empirically, analytically or
from computer simulation.

Probabilities of detecting faulty transitions by means of
on-line checking tools can be given by a square matrix D
(Detection Matrix) of dimension N x N. Assuming that
only a single transition error occurs, and the checking is
performed on every cycle of MPCU operation, an element
of such a matrix is equal to 1 when a faulty transition is
detected; otherwise it is equal to zero. If the checking is
organized in the interva-by-interval mode and an
occurrence of multiple errors is possible [5], the
probabilities may have values between zero and one.

Matrix expression for the probability of detection of a
faulty transition can be presented as: P=F x T « D, where
“." denotes the element-by-element (not the conventional
matrix-by-matrix) multiplication. Elements of the matrix
P are the probabilities of detection of faulty transitions
between the corresponding vertices of the flow graph. By
summing matrix elements over different ranges, it is
possible to obtain probability estimates for partial (on
some flow-graph interval) and total checking coverage.

3. Synthesis of self-checking MPCU

Genera synthesis procedure for self-checking MPCU
with specified fault coverage includes the following steps.

1. By analyzing the micro-program flow-graph, the
architecture of MPCU, and other relevant data
(probability of external control signals and conditional
jumpsin the program initiated by the flag signals, etc.) the
elements of vector F and matrix T are found

2. General attainability of the fault detection is tested by
calculating the maximal possible fault coverage level for
given V and T. At this stage it is assumed that al the
elements of matrix D are ones, that is all possible faulty
transitions can be detected. If it is found that the required
level of the fault coverage can not be reached, then the
algorithm, instruction set, data range, etc., must be
modified, while the MPCU architecture must be re-
configured, as necessary. Return to the step (1). Once the
required coverage is attainable proceed to step (3).

3. Elements of the matrix D are defined from the
required fault coverage and from the values of elements
of the vector V and matrix T.

4. Checking strategy is selected, and the values of the
check keys are assigned to the flow graph.

5. Corresponding changes are introduced into the
MPCU hardware and software to realize the checking
with the use of the assigned keys and selected strategy [6]

4. Conclusion

The above materia is just a brief introduction into the
approach of synthesis of MPCU providing pre-defined
fault coverage. The properties of the matrixes V, T, and
D, as well as validity of employing different types of data
compression will be discussed at the workshop. Our
research is in its way, and we plan that the full-size
presentation and publication on the topic will appear in
one of the forthcoming conferences this year.
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